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ABSTRACT

A highly important methodology used by organizations to safeguard their electronic assets from several risks and
weaknesses is information security risk assessment and management. Apart from taking into account all of the differ-
ent kinds of security threats, this study seeks to present a comprehensive approach to risk assessment and management
of information security. This holistic strategy's elements include identifying specific risks and vulnerabilities, as-
sessing the possibility and magnitude of attacks and choosing the the most suitable countermeasures. A review of the
literature pertaining to research on the comprehensive approach will be a crucial aspect of this study. In order to in-
vestigate the security threats that an established company experiences and to recommend the best way for minimizing
them, a case-study approach is going to be utilized to gain insight on the practical use of the suggested solution in the
real-world setting. This study will project a thorough comprehension of the various information security risk parame-
ters, the discovery of numerous practices followed for risk evaluation and management, and finally the formulation of
an appropriate approach for dealing with security-related risks that can be used by businesses of every kind. The
findings of the research will contribute to the formulation of strategies and recommendations for the management of
information security risk. The recommended approach is expected to assist businesses in determining their infor-
mation security risks and prioritizing them, setting up the appropriate mechanisms to minimize those hazards, and
monitoring how effectively these measures are functioning. The primary objective of the study is to give businesses
an approach to manage the security of their data risks, which is essential for preserving their priceless assets and brand.

Introduction

Information Security Risk Assessment and Management is an essential step that firms must implement for protecting
their information assets from possible threats. Hence, among the most efficient techniques for dealing with privacy
and security concerns in the business environment is by employing an approach based on risks. Any risk mitigation
plan needs to involve risk analysis, which is the method that evaluates the weaknesses of a system and the threats it
faces.

A general discussion of information security risk assessment and management is the primary objective of
this study's work. The comprehension of hazards starts out by comprehending the concepts of assets, risks, and vul-
nerabilities. Furthermore, this paper will examine and compare all the approaches that are currently employed to eval-
uate the risk to information security and highlight their shared characteristics.

The risk management process can be described as the methodical implementation of managerial guidelines,
processes, and techniques to the duties of interacting, consulting, providing information, and recognizing, evaluating,
assessing, addressing, observing, and evaluating risk. Risk Assessment is the result of identifying the risk, evaluation,
and review procedures. Risk management enhances productivity within an organization while reducing the probability
of undesirable repercussions (Ayo et al., 2018).
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An information security audit's fundamental objective is to ensure that the record of a business meets the CIA
triad security model (C- confidentiality, I- integrity, and A- available). An audit of information security additionally
comprises a risk assessment for information security.

Methodologies for assessing threats to information security may include quantitative or qualitative analy-
sis according to the outcome of their review. The value of risk, as a number, is determined by the algorithm of a
quantitative approach. Information regarding undesirable or unanticipated circumstances in the information security
framework which may threaten the confidentiality of is frequently collected by making use of the input data for anal-
ysis. However, the outcomes are less precise and timely since there is often insufficient statistical data (Kuzminykh et
al., 2021).

Whereas A system security assessment approach centered around knowledge and decision-making technol-
ogy serves as a qualitative, subjective analysis technique, and the level of expertise of the reviewer has an important
influence on the preciseness of the findings from the assessment. As an outcome, there are certain extremely high
standards for the evaluator's technical skill and excellence. Thus, new risk assessment approaches and techniques have
been developed immediately for enhancing the protection of information system functioning and to guarantee the
preciseness and dependability of information security risk assessment findings (Cai & Yao, 2021).

The paper will present the comparison of different types of Risk Assessment and Management in different
scenarios with their framework. To name a few, Risk Assessment uses a 7-Step, 8-step, and 9-step and includes the
Information security Risk Assessment using Fuzzy Rule Set and providing a comprehensive framework based on the
understanding of the findings. The approaches of information security risk assessment that are currently now in use
are reviewed and contrasted in this article, highlighting their similarities, benefits, and limitations. The paper will wrap
up with an argument on the value of information security risk assessment and management in the modern digital era,
in addition to the need for businesses to adopt a risk-based method for information security.

Literature Review

Ayo and the others specified five fundamental organizational resources: workers, RMS programs, digital information,
and IT infrastructure. The greatest information security risks in a company are caused by human mistakes committed
by workers, SQL injections, breaches of data, scams, cross-site scripting, stolen data, social engineering, and inter-
ruptions in power. The misuse of vulnerabilities discovered with the resources has been avoided, identified, mitigated,
and minimized using relevant industry-standard administrative duties, technical, and physical security measures. The
purpose of carrying out a risk assessment serves to systematically identify the primary risks as well as shortcomings
that could prevent the company from attaining its business goal. With the objective of bringing down identified levels
of risk to the ultimate minimum, essential mitigation techniques are going to be created utilizing the findings from the
risk assessment (Ayo et al., 2018).

According to this study, risk management is referred to as the method of identifying, regulating, and reducing
or eliminating security hazards that could impact information systems, at a feasible cost. Risk assessment is the Eval-
uation of threats to, effects on, and vulnerabilities of data and facilities where the data is being processed and the
probability of their occurrence. Alternatively, it is also the identification of the risk, assessment of the risk in the
context of efficiency, expenditure, and other key aspects, and classification of the risks based on exposure and lever-
aging.

Assessment of risks, mitigation of risks, evaluation, and assessment are the four phases that constitute risk
management. The process of assessing risks entails identification, assessment, and suggestion of risk-reduction ap-
proaches. The expression "risk mitigation" pertains to the prioritization, execution, and upkeep of the relevant
measures that reduce the risk, suggested by the risk assessment process. Concerns associated with an IT system need
to be assessed in conjunction with other variables to assess the risk of a potentially undesirable event. The first step in
the procedure for the risk management approach is risk assessment. Throughout the SDLC of a computerized system,
companies make use of risk assessment to evaluate the magnitude of any potential threats and the potential hazards
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involved. As part of the risk mitigation process, the outcome of this method aids in determining appropriate measures
for minimizing or eliminating risk.

The risk assessment process comprises nine key elements,

Step 1 is to define the system. Followed by identifying the threat, identification, analysis of the control, prob-
ability determination, assessment of impact, determining the risk, suggestions for control, at last documenting the
results (Mandal et al., 2018).

(Kuzminykh et al., 2021) says that there are plenty of software applications are being created in line with the
developed techniques for tackling the challenge of information security risk assessment, and these applications are
now utilized by enterprises and auditors. IT security risk assessment can be accomplished with over thirty approaches
and models. One of the most common alternatives for risk management has to be the Central Computer and Telecom-
munications Agency (CCTA) Risk Analysis and Management Method (CRAMM). Combining estimations of assets
and vulnerabilities, the qualitative risk evaluation and management tool CRAMM assists in estimating risk. The risks
of the system are identified and assessed in the initial phases, while recommendations for risk management are put
forward in the next phase. Implementing the recommended processes and performing a process assessment for risk
management are the final two steps. Every element of risk management is dealt with by the CRAMM technique, from
the real determination of risks to the execution of countermeasures. All the information necessary for the CRAMM
technique is provided by evaluations by experts and staff replies to questionnaires about how they make use of differ-
ent resources, which will generate an immense quantity of data. This brings us to the system's flaw, which is that it
would take a lot of time and effort to collect this data. Additionally, CRAMM is that its application cannot be reused
since it is incapable to make use of previous findings into consideration when calculating the risk factor.

The Facilitated Risk Analysis Process (FRAP) is a strategy for locating the precautionary measures required
by companies to minimize risk. It involves assembling a threat list that includes potential risks developed earlier by
specialists, reviewing statistics, and participating in staff brainstorming. A professional then compares the compiled
list of threats to the possibility of their occurrence, following which an assessment of the negative impact that the
threat caused, and its level is determined using the outcomes. The documentation is involved in the final phase. Com-
prehensive documentation of the assessment's findings will be made once it has been completed to make it possible
for additional use or deeper examination.

The approach known as Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) was
developed for the administration of data contained within an organization. It entails the establishment of a joint team
of leaders and experts to evaluate potential safety concerns and the monetary implications of implementing counter-
measures. Three levels of analysis are provided by OCTAVE:

* Creation of a threat profile relevant to the resource; * vulnerabilities identification; ¢ Creation of security
objectives and approaches. The OCTAVE technique uses a tree structure, with a separate tree structure for each sig-
nificant asset. Risk assessment is supplied with a qualitative high/medium/low scale, having an emphasis on antici-
pated damage instead of chance.

Additionally, to assess the value of various restrictions for assets of the company, the risk assessment ap-
proach uses a matrix that integrates resources, vulnerabilities, risks, and restrictions. It consists of three distinct but
connected matrix: a threat matrix, a vulnerability matrix, and a control matrix. The threat matrix investigates the
interactions between threats and vulnerabilities, and the control matrix analyzes the connections between controls and
threats. The vulnerability matrix comprises the connections between resources and vulnerabilities. The typical quali-
tative low/medium/high system of rating is applied for assessing the effects of the data (where "0" indicates no impact,
"1" indicates a weak effect, "3" implies a moderate impact, and "9" denotes a great impact). This approach offers
accessible matrix frameworks for analytics and may be used with nearly any organization (Kuzminykh et al., 2021).

In this research, Yalcin & Kili¢ suggest the techniques and resources used for the ENISA (European Union
Agency for Network and Information Security) Threat and Risk Management research on Risk Management and Risk
Assessment are reviewed. The seventeen approaches and 31 tools that EISA is studying for its collection of work are
explained in the research at the most basic level. The techniques and tools will be compared with regard to a variety
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of variables such as the kind of risk categorization, the level of reference, the scope of practicality, the lifecycle, and
the licensing process of their use. Explaining all the tools will be out of the scope of the research but a relevant figure
has been mentioned below to get a better understanding of the techniques and their features.
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Figure 1. Types of Risk Assessment tools (Yalcin & Kilig, 2019).

Additionally, this study shows the most common strategies that can be used in the management of security
are,
1. To minimize the development of threats,
2. 2. Reduction in the probability of the threat,
3. 3. Limiting the consequences of threats when they occur (Yalcin & Kilig, 2019).

Cai and Yao propose unique risk assessment approaches and models based on fuzzy rule sets with the aim of
strengthening information security. A fuzzy system of experts that evaluates the risk to information security has been
developed using fuzzy rule sets. The proposed approach employs fuzzy logic and a stacked model to assess the risk
associated with information security. The suggested approaches and frameworks aim to boost the accuracy of risks
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associated with information security assessment findings and assure the secure functioning of information systems.
The three distinct components that include security organization, management of security, and security technology
collaborate to establish the information system security system. An associated model framework that confirms the
system's functionality through experimental study has been constructed using fuzzy sets of rules (Cai & Yao, 2021).

Methods

There are two distinct types of methodology: qualitative and quantitative. Inputs for qualitative research arise from
interactions with individuals and identify factors, areas, and various types of risks. Numerous kinds of quantitative
evaluation can be carried out, but risk management assessment is carried out in a qualitative approach instead of a
quantitative way. A qualitative risk assessment is an excellent tool for taking into consideration how various parts of
a company are related to each other and evaluating not merely technical factors but also problems created by people
and processes. This study uses a qualitative analysis that will be used for this project, which entails gathering data via
conversations and evaluating documents. The intention of the research is to gain a greater awareness of the techniques
that are currently in effect and the challenges companies face whilst assessing and handling risks related to information
security.

Analysis of content is primarily utilized as the source for data collection and findings for this study. The
study will additionally investigate documents that are significant to the assessment and management of information
security risks in businesses, such as risk evaluation reports, regulations, and suggestions.

Data were examined by the convergence of data. By analyzing the commonalities found with the paper's
evaluation, the study will apply the technique of data convergence. This will assist ensure the reliability of the results.
For the comprehensive approach, we will choose the 9-step Risk Assessment framework to produce the desired out-
come.

Results/Findings

After analyzing various information security risk assessment types, we have found the following types relevant to the
scope of the project.
To begin with, we have the 7-stage risk assessment method.
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Figure 2. 7-Stage Risk Assessment (Ayo et al., 2018)

The flowchart for the risk assessment approach is shown in Fig. 2 above. It illustrates the phases required for

performing the risk assessment for a company in a planned, step-by-step manner. That includes,

1.

Defining the system based on its features, which include hardware, software, and other technologies under
the scope.

Identifying any potential threat to the system by keeping a record of attacks that took place previously and
doing regular audits.

Identifying the vulnerability of the system by monitoring the activities of the users regularly and having
vulnerability scans.

Determining the probability of risk again involves keeping tabs on attacks that took place earlier and on the
users.

Valuation of Risk can involve the numbering of the combined consequences of resources, vulnerability, and
threat.

Control Recommendations- Involves any recommendations on the restrictions on the system.

Final Documentation — This provides the documented report of the risk assessment.

Even though the steps mentioned seem to be feasible for an organization it does have a few shortcomings on

its own to not be a comprehensive approach as, it can be perhaps excessively restrictive and impractical for all busi-

nesses or sectors and might require more time for completion compared to other risk assessment techniques, which

could delay the execution of key security measures according to this research.

Secondly, we discuss the 6-stage framework of risk assessment,
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Step 2
SELECT
Security Controls

Design

Step 3
IMPLEMENT
Security Controls

Figure 2. 6- stage (Information Security Risk Assessment Integrates Risk Management & SDLC, 2020)

Fig.3 above clearly shows the different steps and the functionality of Risk Assessment that requires only 6
stages that includes, including Classifying the system based on identifying the risks, Selecting the controls required
to maintain the security level, Executing that particular control, analyzing them, Providing the ability for the system
to authorize themselves to verify the users and at last monitor the appropriate working of the security measure on the
system. Apart from its simple function, it might not prove to be a better option over others as it might not address
every necessary element of risk assessment, leaving certain vulnerabilities open to possible attack, and could fail to

provide adequate depth or information in the research, leading to a
consequences.
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Figure 3. 8-step approach (Drain, 2022)

The above figure points out the tasks in each of the steps to identify the risk and mitigate them through this

assessment plan.

Stage Input

Risk Assessment Stages Output

Hardware, software, system interfaces, data and information,

personnel, system mission

Preliminary risk assessment reports
Auditors’ comments
Security requirements
Security test resulls

History of attacks on the system

Information from response teams, media, law enforcement
Available security regulators
Planned security regulators
Motivation of the source of threats
Threat source resources
The nature of the vulnerability
Existing countermeasures

Analysis of the impact on the mission of the organization

Assessment of asset criticality

Data criticality
Data Vulnerability

Probability of threat realization

7 Level of influence
Adequacy of existing and planned countermeasures

8 Risk levels

w

g Risk levels

System boundaries
System funclions
Criticality of the system and data
System and data sensitivity

Determining the character-
istics of the information sys-
tem

ldennhcauw;sj vulnerabili- List of potential vulnerabilities

Threat identification List of potential threats

Analysis of security regula-  List of available and planned

tors security regulators
Determining the Pm‘Pnblllt}f Probability rating
of threat realization
Definition of impact
Loss: confidentiality, availa- Impact rating

bility, integrity

Risk identification Risks and their levels

Countermeasures List of countermeasures
Resulting documentation

Risk analysis report Reports
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Figure 4. 9-step Process working (Kuzminykh et al., 2021)

Fig.5 defines each stage along with the input and the output of the stage. The steps of risk assessment typically
appear in Table 1 above for the majority of the approaches used. The risk can be prevented, eliminated, decreased,
transmitted, or permitted based on the requirements of the company and the leadership's evaluation of the asset's value.
By deciding not to use the resource, you can eliminate the at last, by creating a plan of action and setting the require-
ments in place, the risk will likely be accepted.

The number of phases is the primary distinction between an 8-step and a 9-step information security risk
assessment technique. The 9-step approach adds an additional phase for periodically evaluating and revising the risk
assessment, while the 8-step procedure consists of only eight clearly stated steps.

As the organization's technological advances, infrastructure, and activities evolve, the nine-step risk assess-
ment process offers an extra procedure for periodically examining and revising the risk assessment. This will make
sure that the assessment is precise and appropriate.

The 8-step method may be simpler and easier to carry out than the 9-step procedure regarding pros and cons.
The nine-step method, however, could provide better prospects for ongoing growth and risk management, this enables
a comprehensive approach to the management of risks.

Discussion

Based on the finding above, it will aid in the development of strategies and recommendations for the evaluation and
handling of information security risk. Organizations will be able to implement the suggested strategy to identify and
categorize their information security risks, put into effect the appropriate precautions to reduce those risks and assess
the extent to which those measures are working. As the research implies a comprehensive approach which means, we
should provide a platform that includes nearly all the aspects of the process.

Our reliance on IT continues to rise constantly as numerous firms employ computer systems and networking
architectures on an immense scale. The most crucial concern for stability and the setting up of these systems is Secu-
rity. Therefore, a significant number of companies make investments in this area as they set up Information Security
Management Systems (ISMS). The ISMS process comprises the Information Security Risk Assessment (ISRA), which
is essential to identify risks and mitigate them in the organization.

There are various types of information security risks and as the usage of computer systems increases, the
risks increase as well. Some of the risks are Database security threats (SQL Injection, Denial of Service, Weak Au-
thentication, etc.), Web Threats (Cross-Site Scripting, DDoS Attacks, Vulnerable Plug-Ins, etc.), and some of the
major threats like intrusion, spoofing, malware, etc.

After comparing the shortcomings and their ability to be comprehensive for an organization of various other
approaches mentioned in the literature review and findings section, we decided to choose the 9- step Risk Assessment
for providing a level of comprehensiveness.

Therefore, to overcome various threats in the system, it is necessary to follow a comprehensive Information
Security Risk Assessment and Management Plan. A plan that meets the requirements of this study is the 9-step Risk
Assessment Process.
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6. Analyze the
effects of risks

Process

The Diagram above lists the following tasks,

1. Establish the guidelines of the risk assessment- Specify what falls in the assessment's area of responsibility,

which could include a division of

2. List the resources- Determine wh

the company, an area, or a particular aspect of the enterprise.

at kind of resources, such as intellectual property, financial details, or in-

formation about consumers, are required to be adequately safeguarded.

3. Determine the threats- Determine
ers.

any possible risks to the data, such as viruses, social engineering, or hack-

4. Evaluate the weak point (Vulnerability)- Determine the areas where the data assets are unsecured or vulner-

able so that opponents can take advantage of them.

5. Estimate the probability of the threats - Determine the possibility that the threats are serious according to past

events, market patterns, or professionals' opinions.

6. Analyze the effects of risks - Calculate the likelihood of loss of revenue, damage to reputation, or legal

accountability that the risks identified could have on the information assets.
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7. Identify the degree of the risk- Based on the probability and effect analyses, establish the risk level associated
with every recognized risk.

8. Establish and execute security controls and the required countermeasures- Establish and execute controls and
countermeasures, including access control lists, firewalls, data encryption, etc. to minimize the risks or any
security-related problems.

9. observe and review- Continuously evaluate and review the efficiency of the controls, making necessary mod-
ifications.

Taking these steps is essential to guarantee all possible vulnerabilities and threats are acknowledged and dealt
with rapidly and successfully. As part of the approach, resources are located, vulnerabilities and threats to security
have been identified, risks are prioritized and identified, security controls are evaluated and constructed, results are
documented, a strategy for countermeasure is made, suggestions are put into action, and the risk assessment procedure
is continually tracked and reviewed. The final phase is to create a report that clearly and concisely outlines all the
assessment's findings. Management at all levels will receive an electronic copy of this report, which should also in-
clude departmental assessment and recommendations. The outcomes of a risk assessment for IT should be documented
in a report that goes out to all necessary parties.

Conclusion

This study report emphasizes the significance of a holistic approach to regulating risks related to information security
within businesses. The management of possible threats to the company's essential resources and minimizing the im-
pact of identified risks depends primarily on the execution of effective security controls.

This study highlights different methods of Risk Assessment used in various scenarios, their features, and
shortcomings. After comparing various approaches, this paper recommends a Nine-step risk assessment approach that
provides a structured and methodical approach to identifying, assessing, and categorizing information security risks.

Overall the results of this study suggest that in order to protect their most valuable resources and keep users'
confidence, businesses need to establish an active and comprehensive strategy for information security risk assessment
and management.

Limitation

One of the limitations of this project was the time and resource constraint, which limited the broad-based findings of
this research. This paper was limited to qualitative analysis of various research that has taken place over the years and
expert opinions. The capacity to draw general inferences and provide the findings was thus constrained. The results
and findings of the research might not be the regular approach of the full target audience due to numerous contexts.
The research was hence unable to use tools and quantitative measure like matrix, statistical and mathematical tools.
The results of this study could be seen as a basis for further study and validation with larger and further varied cate-

gories.
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