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Abstract: 

Nowadays, we are currently and completely living in an age 
where the use of internet has become the second nature of 
millions of people around the globe. With the continuous 
development and growth of the internet providing new 
services and applications to different users, many of them are 
also becoming more and more active in engaging with the 
internet and because of this they are more likely become 
vulnerable to different malicious threats and risks brought 
along by the Internet such malwares, viruses, cyber bullying, 
identity theft, unauthorized access, hacking and other 
malicious threats. Furthermore, these risks and attacks can 
greatly affect and threatened the safety and security of each 
users especially those that have limited knowledge and 
understanding about cyber space and are not aware of the 
threats that comes along with the Internet and the means on 
how to protect and secure themselves from these  risks.  This 
paper aims to provide essential information’s to all users, by 
conducting a program about cyber security awareness for all 
stakeholders of different age groups. Moreover, the aim is to 
deliver message to the community to be aware from potential 
risks that occur from cyber security.   

With the underlying consequences of having limited 
knowledge, understanding and relevant information 
regarding cyberspace or internet, this project study also will 
equip and empower as well as educate each users enough 
information and awareness through different cyber security 
awareness sessions and campaign mechanisms 
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1. INTRODUCTION 

we are currently living in age where the use of internet has 
become the second nature to millions of people around the 
globe [11]. However, according to many experts [12], [13], 
[14] and [15], the internet has now been continuously 
threatened by different malicious threats and numerous risks 
such as hacking, phishing, cyber-crimes, viruses and many 
other malicious attacks. Core to unethical activities on the 
internet is the exploitation of sensitive and confidential or 

private information’s and violations of different policies or 
internet ethics. Thus, making the internet users at high risks 
of having their private information’s compromised, misused, 
destroyed and modified. 

[16] in his study found that many of the internet users lack 
awareness and knowledge and are ignorant of the need to 
protect their personal, sensitive and confidential 
information’s. Moreover, their online behaviors and 
insecurities make them an easy target for destruction, 
exploitation and violations. The lack of knowledge about 
cyber security awareness amongst the adults bring negative 
impacts on their roles in protecting children, their own selves 
and even their families and their loved ones.   

With the underlying consequences of lack of knowledge and 
relevant information’s about the internet, cyber-security  and 
awareness, it becomes an important fundamental issues faced 
by the most of the internet users. [17] found that promoting 
cyber-security awareness will greatly contribute to cyber 
security as a whole and can provide the users’ ability to 
recognize and protect themselves from any threats and risks 
that they encounter or may appear online. 

2. BACKGROUND AND RELATED WORK 

Cyber Security focuses mainly on protecting computers, 
networks, programs and information’s from unauthorized 
and unintended access, modification and destruction [18]. It 
is also commonly referred to as computer security that 
protects and secure different computer systems, from 
different hazards or unethical cyber space behaviors such 
theft, software and hardware damage or destruction and 
modification of information as well as the misdirection of 
services they provide [19].  Cyber security also allows every 
user or operator to control the physical access to the hardware 
as well as protect it against harmful factors brought by 
different network systems access, data and code injection and 
malpractice by both parties either intentional or accidental.  

Cyber security awareness is a form of conducting actions to 
protect and secure important and confidential information’s 
stored in a computer and accessible through the cyber by the 
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authorized person only [20]. It is an act of raising realization 
of all the potential risks that may evolve from the rapid 
growth of different forms of information as well as the 
increasing growth of threats that comes with it.  As data or 
information stored increases in value, threats from attackers 
also becomes highly unavoidable. These attackers increased 
and develops their capabilities to a new extent in order for 
them to create or design highly risk able and more attack 
methods that targets not only the cyber space itself but the 
lives of people as well.  Cyber security awareness aims to 
make everyone understand that they also are at high levels of 
vulnerability from different malicious attacks circulating in 
the cyber world and help them be fully aware of their 
susceptibility from the opportunities and challenges in 
today’s cyber space threats, changes in human risk behaviors 
and enhance a secured organizational group since there is a 
wide range and vast growth of development in information 
technology. 

“The ability to protect or defend the use of cyberspace from 
cyber-attacks” [1]. Cyber space is defined “A global domain 
within the information environment consisting of the 
interdependent network of information systems 
infrastructures including the Internet, telecommunications 
networks, computer systems, and embedded processors and 
controllers” [2]. Cyber security is the formal program that 
aims to train users of the different potential  threats and risks 
to an organizations information’s and the possible ways on 
how to avoid and prevent this threats and risks [3]. The study 
done [3] reflect on breaches  portrays the large number of 
social engineers that took the advantage of  exploiting 
humans. [4] in his book discusses the reinforcements of 
issues on security and collaborations between individuals and 
businesses as being a priority or important factors during the 
beginning of the twenty-first century.  He also discusses the 
about the fast and rapid growth of the Internet from  simple 
forms to larger forms that provides great impacts to the global 
world. [5] highlighted importance of educating people about 
cyber infrastructure since the world is now rapidly building 
this infrastructure. Aside from this, cyber ethics cyber 
security and cyber safety must be integrated within the 
educational process beginning at an early age to ensure the 
confidentiality, availability and integrity of information 
systems and protect them from different cyber security 
attacks. [6] point out that if implemented correctly, security 
awareness training becomes an important necessity to every 
organization. If the users are properly informed as  what to 
watch for, possible ways of prevention and remediation 
procedures , can alone be a measure to prevent a lot of 
potential problems such as threats that can affect the 
infrastructure and the organization as well. It is often that 
awareness is the only key to prevention and protection. [8] 
highlighted Cyber  situational  awareness by conducting a 
systematic review of literature. [8] in their study focused on 
the establishment of necessary infrastructure in small 
businesses who lack extensive ICT support and services. [9] 

has done an Empirical Study of Cyber Security Perceptions. 
Their study clearly suggests that prior to security education, 
the users definitely agree that it is a very important process 
especially to businesses and home users. From their findings, 
the general awareness of the importance of cyber security 
awareness or education is relatively high which is caused 
probably by the consequence of the combination of media 
efforts and personal experiences in malware infection, 
identity theft or system compromise. [10] has done an 
campaign on creating the cyber security for home user by 
adopting the methodology given in figure1. [10] also 
proposed an E-Awareness Model that can help in 
empowering the users through a better understanding about 
the different security risks, issues possible threats and how to 
prevent and avoid them from incurring further damages to 
both users and their system. 

3. METHODOLOGY ADOPTED  

This research project primarily focus on creating mass cyber 
security awareness among children, parents and teachers in 
Sultanate of Oman. The primary stakeholders and data 
source for this project are given in figure 2.  

 
Figure 2: data sources for analytics for understanding of 
cyber security awareness. 

The methodology adopted for this project is given in figure 
3 and it consists of four stages: 

• Phase1 – Determining  the requirements of stakeholders 
• Phase2 – Designing &developing the awareness program 
• Phase3 – Conducting the awareness program 
• Phase4 –Evaluating &revising 
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In the phase1 of this project the following tools have been 
used to capture the requirements of the stakeholders which 
is examining the present knowledge in the field of cyber 
security. The output of phase1 will help in developing the 
cyber security awareness material to be used in phase3 of 
this project.  
• Surveys 
• Questionaries’  
• Social media  
• Workshops    

Phase 2 In this phase of the project, different  contents that 
are needed to spread the awareness sessions are designed 
and developed. This includes trainings sessions, workshops, 
seminars,  camping’s and other contents such as games and 
videos.  These contents will also be used during the 
conduction of the phase 3 of the project. 

Phase 3Phase 3 is the actual conduction and implementation 
of the project study. Schools, organizations and societies will 
be identified to conduct the awareness sessions and spread 
the messages of cyber security awareness programs. From 
these phase, data are being gathered and collected for 
analyzation and result generation purposes.  

Phase4. This phase is the final phase of the project wherein 
the results generated from phase 3 are being analyzed 
thoroughly and findings are being published using statistical  
tools such as SPSS in order to arrive to a concrete conclusion 
and determine the benefits of the project study for future 
works.  

4. RESULTS & EVALUATION 
Three sets of questionnaires were distributed among the 
parents, students and employees, each receiving different 
types of questions but has only one topic which is cyber 
security awareness. After getting permission from Office of 
Educational Supervision to let the public be part of my study, 
the respondents completed the questionnaires.  
The three sets of questionnaires were completed by three 
different respondents and the results were being analyzed 
critically and were presented using a pie chart. The results are 
being studied well in order to determine in which area does 
these respondents need to be aware of in terms of cyber 
security awareness programs.  The findings are also analyzed 
and discussed according to the sets of questionnaires given. 
The sets of questionnaires include: 
1.For parents 
2.For employees 
3.For kids/schoolchildren 
Data Visualization has been  used in  analyzing the results in 
order to formulate the summary of the findings and since the 
results of the data gathering process has been presented using 
a graphical chart which is the pie chart. 

 
Pre-Survey Results 

 
Figure 4. graph showing the percentage of 
employees having ideas about cyber security. 

67%

33%

Yes  No

Q2: Have you any idea about cyber security?
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Figure 5. graph showing the results of question number 14 
answered by schoolchildren 
 

Figure 6. graph showing the result of question number 7 for 
parents. 

Post-Survey Results 

Figure 7. results derived during the post survey showing if 
the students can determine the difference between trusted and 
suspicious sites. 

 

 

figure 8. graph showing the results of post survey from 
students about cyber security 

Figure 9. graph showing if each students knows how to 
create strong password during the post survey 

5. CONCLUSION 

As the world faces a millennium of continuous technological 
advancements, enhancements and improvements, the people 
become more and more dependent on its end products such 
as the cyber space or the Internet. Users are now becoming 
more engage on its applications and the comforts and benefits 
it gives to them. 
Accessing the internet also means opening oneself to be a 
vulnerable and easy target of malicious attacks, threats and 
risks. Also new range of applications means new range of 
threats and risks arises. This study examined the effectiveness 
of  conducting cyber security awareness programs to the 
public including employees, school children and parents 
using different program tools such as brochures, workshops, 
trainings and posters. The results and findings of the study 
reveals that although there are different methods of ensuring 
cyber security, the lack or limited knowledge and full 
understanding about its concept as well as unawareness of 
users is a very big hindrance in the effectiveness of this 
methods. As a result, malicious attacks and threats make their 
way to easily break in on the users’ computers, systems, 

33%

67%

Q14. Do you share your personal photos 
and personal information in social media 

No Yes

33%
67%

Q7:Do you apply any rules of using internet 
for your children ?

Yes No

33%

67%

Q8 Do you know what cyber security is?

No Yes

33%

67%

Q5. Can you distinguish between suspicious 
and trusted sites

No Yes

33%
67%

Q13. do you know how to create strong 

password?
No Yes
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networks and devices causing damages and problems. this 
study will provide enough knowledge, better and clear 
understanding and full awareness about  cyber space and 
cyber security is to conduct cyber security awareness 
programs using different awareness tools such as workshops, 
trainings, posters brochures and campaigns. This is so 
because in a world of continuous technological 
advancements and improvements everybody can be a target 
of malicious attacks, threats and risks that comes along with 
it and lack of awareness and knowledge about cyber security 
makes it a challenge for every user. 
After a thorough analysis of the data gathered and the results 
gained, this project study highly recommends the inclusion of 
cyber security awareness programs in every aspect of life in 
order to be safe and protected from any malicious threats and 
risks that invades our cyberspace or technological devices. 
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