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ABSTRACT

In the growing digital age, where information flows seamlessly across the globe, data security has emerged as a critical
concern for individuals, businesses, and governments alike. As modern society faces these challenges, the dynamic
mechanisms of quantum mechanics offer transformative potential—not only in breaking complex computational bar-
riers but also in enhancing the technological landscape with unprecedented solutions for secure communication and
groundbreaking discoveries. As a subset of quantum computing, quantum entanglement is a complex phenomenon
that utilizes entangled qubits to offer unique advantages, such as error resiliency and faster computational abilities.
With the help of entanglement and qubits, two entangled, indistinguishable particles can be linked even at large dis-
tances. Not only does quantum entanglement provide profound opportunities for the future in dynamic computational
powers, but it also provides promising results for its implication in Quantum Key Distribution (QKD). With the help
of quantum entanglement, eavesdropping over network channels will disrupt a qubit’s entangled state and thus alert
of possible unauthorized access as part of QKD. This paper will discuss the relationship of quantum entanglement to
QKD, QKD protocols currently using quantum entanglement, the advantages and disadvantages of entanglement-
based QKD, and the current research directions for entanglement-based QKD protocols.

Understanding Quantum Entanglement

Quantum entanglement is a phenomenon in quantum mechanics where two or more particles become interconnected
in such a way that the state of one particle is instantly correlated with the state of another, regardless of the distance
separating them. To simplify the concept of quantum entanglement, the comparison between its fundamental unit, an
entangled particle, and a regular particle can provide insight on the technological benefits that quantum entanglement
provides. A particle is known as the smallest unit of matter in space, which can either be polarized upwards or down-
wards. However, an entangled particle is mainly different from that of a regular particle due to its ability to be assigned
polarized upwards, polarized downwards, or in a superposition of both of these states.

Superposition refers to the idea that two particles can be considered one state until it is measured. This thought
was depicted in a famous experiment conducted by physicist Erwin Schrodinger, the Schrodinger’s cat experiment.
To conduct this experiment, a cat, an internal monitor, and a flash of poison were placed in a sealed box. After a
certain period of time, if the radioactive atoms in the poison were to decay, a mechanism would trigger the release of
the poison and notify the experimenters via the internal monitor of a possible radioactivity presence. Without opening
the box, it can be considered that the cat is in a superposition of both dead and alive, as the cat cannot be assigned a
label without opening the box and validating that state.
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Figure 1. This is a model of the two possible outcomes from Schrédinger’s experiment. The figure is from (Moloo,
2021).

To connect back to quantum entanglement, a particle can have an upward and downward polarized state
simultaneously, while also representing combinations in every possible configuration. These various states ultimately
provide the wave function of these particles. In quantum entanglement, two particles are considered entangled when
the particles' values are codependent on each other. Because there are only two states a particle can be polarized in
(upward or downward), if one particle’s polarized state is determined, one can determine the other particle’s polarized
state in the other direction, even at larger distances. This concept can go against many scientific theorems valued
today, such as the movement of light and the theory of relativity, thus giving it is name of “spooky action at a distance,”
as coined by Einstein (Wong, 2019).

Understanding Quantum Cryptography

Quantum cryptography utilizes basic quantum physics concepts, such as quantum entanglement and qubits, to estab-
lish security and proper control over data. Similar to the idea of how particles can be represented in multiple polari-
zation states, a qubit can exhibit a state of superposition of a value of ‘0" and ‘1’ as bits. Unlike a normal bit that can
only be assigned one state, whether it be a ‘0’ or ‘1°, a qubit can simultaneously be in both states, which provides a
unique feature for quantum cryptography to store information in those states. Because of the wide range of possibilities
quantum states could have, it makes it rather challenging for a hacker to read the information without altering a qubit’s
original state. To keep this communication of qubits secure, quantum entanglement is implemented into quantum
cryptography to encourage safe cryptographic messages over long distances (Shinde et al., 2024). These cryptographic
keys are almost certain to be secure due to their ensured probability of leading to purely random keys and can be
communicated over distances up to 10 km (Jennewein et al., 2008). Thus, with the implementation of qubits and
quantum entanglement into quantum cryptography, the field could become a whole new ground for secure communi-
cations over long distances.
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Eavesdropping and Security

A major fault in cryptography and online security is the possibility of eavesdropping, or when an interception is made
to determine information about a specific dataset. Typically, this is done through a two-stage process. First, an inter-
ceptor produces copies of pieces of information without altering the original state of the set and then reads the resulting
values from the copies for encoding. Because the interceptor does not change anything about the original dataset, the
receiver of the information will not be able to differentiate between whether the information had been intercepted or
not. Without leveraging the principles of quantum physics, eavesdropping attacks can be mitigated using various
methods.

For one, the usage of encryption, whether it be symmetric or asymmetric key encryption, can be utilized for
working towards secure communication by using a key to transmit information across two parties. Encryption can be
modeled with the famous example of two hypothetical parties, ‘Alice’ and ‘Bob', trying to send a message across a
secure communication channel.

In symmetric key encryption, a shared key between the two parties are used for the two functions of encrypt-
ing and decrypting a specific set of information. The main issue with using symmetric key encryption is the possibility
of an interceptor gaining access to that key. With that, there is no measure to prevent the interceptor from decrypting
a message, as the key withholds the function to both encrypt and decrypt.

Encryption Decryption
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Data Key Scrumbled Key Data
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Figure 2. This is a model depicting the process of encryption and decryption in symmetric key encryption. The figure
is from (Bhanuka, 2020).

However, in asymmetric key encryption, the two parties are not utilizing a shared key. Instead, the key is
broken into two keys: a public key and a private key. In this case, the public key is responsible for encrypting a
message. If a hacker were to get access to the public key, it would make no difference. This is because the public key
can be shared with anyone and is computationally infeasible to derive a private key from its associated public key.
The private key’s main role is to decrypt the message and is a secret key that only the recipient is able to withhold.
Because the private key is held confidential, it is almost impossible for a hacker to reveal the hidden information, as
they would only be able to see an encrypted message. Overall, because of the two-step process that is undergone in
asymmetric encryption, asymmetric encryption is considered to be more secure to be used in communication channels
as compared to symmetric encryption (Al-Shabi, 2018).

Asymmetric encryption

Public key Private key
=—Oo—a =
Plaintext Encryption Ciphertext DECHPTon Plaintext
(encrypted)
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Figure 3. This is a model depicting the process of encryption and decryption in asymmetric key encryption. The figure
is from (Abu Shaqra, 2024).

Quantum Key Distribution (QKD)

Although similar in its usage of shared keys to decrypt and encrypt messages, quantum key distribution (QKD) applies
the principles of quantum mechanics to make it nearly impossible for hackers to gain access to private information
without alarming the intended parties. This is because it utilizes a fundamental aspect of quantum physics: the process
of measuring a quantum system can disrupt the quantum relationship that has already been made. This characteristic,
combined with the no-cloning theorem—which states that it is impossible to create exact copies of an unknown quan-
tum state—makes it impossible for attackers to duplicate quantum data as they would with traditional networks.

The process behind how QKD operates is done with the usage of photon movement across cables. A stream
of these photons, or a qubit, moves towards the receiving end until they are met with a beam splitter. This beam splitter
forces the photon to only take one direction, thus preventing photons moving in different directions to pass through.
When the receiver receives the photons that were able to pass through the beam splitter, they can compare their results
to that of the sender to determine which photons were sent for the right beam collector. When the photons that were
sent for a different beam splitter are removed from the sequence, what is left is a specific sequence that can alterna-
tively work as a key to encrypt data. Thus, not only do the two individuals are able to pass information with a key that
is only known to them, it also prevents unwanted recipients from eavesdropping without notifying the original recip-
ients of a hacker (Gillis, 2022).
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Figure 4. This is a model depicting the process of producing a shared key with QKD. The figure is from (Haitjema).

The E-91 Protocol Using Quantum Entanglement
Entanglement-based QKD protocols allow for two objects to form a combined quantum state, in which the act of

measuring one entangled particle will inevitably affect the state of its other entangled partner. If the situation were to
come that an eavesdropper tries to intercept and measure a particle in an entangled pair, the disruption will be evident
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when the recipient of the series of photons measure their particles. Thus, this change in measurement will notify the
two communicators of a possible interceptor. There are several protocols already in place that use quantum entangle-
ment within QKD protocols. One famous example of an encryption-based QKD protocol is the E-91 protocol. The
process of communicating using entangled states with a classical information channel is the basis of the E-91 protocol.
The protocol can be modeled once again with the fictional characters ‘Alice’ and ‘Bob’. The source center prepares
an entangled state and sends one particle to Alice and the other to Bob. Alice measures her particle using a randomly
chosen direction, while Bob measures his particle using a direction randomly chosen from a different set of degrees.
After recording their results, they use a classical communication channel to share the measurement bases they used.

Based on this exchange, Alice and Bob organize their results into two groups: decoy qubits, where they used
different measurement bases, and raw key qubits, where their bases match. The decoy qubits are analyzed to detect
potential eavesdropping by checking correlations between their measurements. If discrepancies are found, indicating
an eavesdropper’s interference, they discard the quantum channel and restart the process. If no issues are detected, the
raw key qubits are converted into a shared key. In this protocol, the primary function of quantum entanglement is to
generate pairs of entangled particles, enabling them to establish correlations with each other. The entangled and related
nature of the particles allows Alice and Bob to draw conclusions from them. If an eavesdropper would try to measure
the particles, it could disrupt the natural entangled state that was already set between the two and notify the two
communicators of an eavesdropper (Roorkee, 2021).

Advantages and Limitations of Entanglement-Based QKD

Entanglement-based QKD provides several benefits due to its foundation of quantum mechanics. Firstly, its incorpo-
ration of protocols such as BB84 and E91, which have been statistically proven to be secure when confronted with an
attack, further verifies its accuracy and efficiency against eavesdropping attacks. In addition, the system can be incor-
porated in various different quantum environments and real-world applications. Moreover, its capability to function
effectively over vast distances offers promising potential for applications across a wide range of disciplines on a global
scale.

However, even though entanglement-based QKD is a very appealing alternative to other cryptography meth-
ods, it does come with its own limitations—in particular, its practicality and scalability. A mistake in its alignment
and timing of the process can lead to errors in producing the quantum key or even reduce its security against eaves-
droppers. Furthermore, it is liable to attacks such as Trojan horse attacks, a type of malware that downloads as dis-
guised as a regular program, or photon-number-splitting attacks, which can disrupt the ultimate creation of the shared
key. Lastly, even though its benefits may surpass its disadvantages, the main problem with implementing entangle-
ment-based QKD systems is its cost. The installation and maintenance of the system require a large degree of specialty
and resources, which can present a significant challenge in rural and lower-income countries.

Current Research and Future Directions

Currently, several researchers are exploring the different options for entanglement-based QKD that can effectively
surpass the stated limitations and provide a larger range of advantages for computer security. One study conducted by
the Faculty of Physics, Astronomy, and Informations from Nicolaus Copernicus University compared the performance
of various discrete variable and continuous variable QKD protocols based on different setups in noise and transmit-
tance in the quantum channels (Lasota et al., 2024). Not only that, research was conducted from a team from Cornell
University to develop a telecom band entanglement source for WKD. According to their results, they were able to
conduct long-distance QKD over 500 kilometers, representing a future in global quantum communicator networks (Li
etal., 2024). Lastly, one team was able to use an efficient resonator to create a quantum communication system capable
of distributing secure quantum keys across 12 km of fiber while maintaining low error rates and high efficiency
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(Steiner et al., 2023). The research that is currently being done provides the real possibility of the usage of entangle-
ment-based QKD protocols in real-world applications with increased accuracy and security for those who use it. Over-
all, these advancements highlight the ongoing progress in entanglement-based QKD, paving the way for more secure
global networks.

Conclusion

In the increasingly digital world, ensuring proper security and safety online has become a significant issue for this
generation. Without digital protocols that ensure the security of online databases, important systems are vulnerable to
malicious attacks from eavesdroppers and hackers. With this, quantum entanglement provides promising advantages
for QKD to ensure that any attempt at eavesdropping disrupts the quantum state, making breaches detectable and
enhancing trustworthiness in communication systems. With further research, entanglement-based QKD systems have
the potential to reach countries on a global scale and pave the way for widespread adoption of entanglement-based
cryptographic systems. Not only that, the implementation of artificial intelligence could lead to encouraging findings
of innovative solutions in improving quantum computers and internal systems. Integrating these configurations across
the globe ensures a world where internet safety and regulation is valued, while promoting the incorporation of quantum
mechanics for future endeavors.
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