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ABSTRACT

The paper explores various aspects of data storage technologies, including Solid-State Storage, Cloud Computing, Edge
Computing, and Blockchain, in the context of their implications, advantages, and limitations. Each technology's impact
on data storage, performance, security, scalability, and environmental considerations is examined. Carbon Footprint
(CF) is introduced as a measure of the environmental impact of data storage methods. The paper then delves into
carbon calculation approaches, emphasizing the importance of accurate measurement in a computing environment.
The integration of Carbon Footprint and Blockchain technology is discussed, presenting a framework for managing
carbon emissions in data storage. Carbon accounting methodologies, including spend-based, activity-based, and hybrid
methods, are detailed along with their applications in estimating greenhouse gas emissions. Finally, the paper explores
the intersection of Carbon Emission Trading and Blockchain, highlighting how Blockchain's transparency and security
attributes can address challenges within carbon trading systems.

Solid-State Storage

Evolving from disk drives, Solid-State Drives (SSD) were found to consume less power and be more resilient against
physical damage. Unlike the traditional hard disk drives consisting of spinning disks and mechanical parts, solid-state
storage makes use of integrated circuits capable of storing data even when power is removed. SSDs primarily consist
of NAND flash memory chips, cells organized into binary digits. By controlling the electrical charge in the cells, the
data can be manipulated or read from memory.

By storing data with moving parts, Solid-State Drivees eliminated the need for mechanical components to
read and write data, therefore also eliminating the worry of mechanical failures such as disk crashes or motor failures.
Latency, the amount of time it takes for a specific operation to be completed after a request has been made, originally
a weakness of disk drives due to constant timing delays, has been improved upon within the SSD model. Reports
indicate that SSDs deliver data roughly 50 times faster than their predecessor.

Disk drives lack the ability to overlap computing abilities, as each request must be processed one after the
other without a way to perform multiple access operations simultaneously. In traditional hard disk drives, the read and
write head must physically move to the correct location to access the specified data, resulting in each access operation
needing to wait for the earlier one to complete before starting. With such serialized latency, when multiple requests are
issued, response times increase which negatively affects the overall performance of the disk. Solid-State Drives, on the
other hand, can support multiple devices, allowing for simultaneous operations.

However, while solid-state drives come in various capacities, they are unable to meet large storage needs.
Solid-state drives have a limited number of cycles for each memory cell. Data in solid-state drives are stored locally,
and internet connection is a requirement to access the stored material.

Additionally, solid-state drives do not inherently offer data backup and redundancy. In the case of a drive
failure or corruption of data, there is no inherent protection against data loss, and data recovery can prove to be chal-
lenging.
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Cloud Computing

Cloud computing was first proposed in August of 2006 by the CEO of Google. Cloud computing is defined as a model
that allows for easy and instant access to computing resources over a network, including data storage. Cloud computing
consists of on-demand self-service that allows for instant user access to computing resources, rather than being delayed
with a need of interaction with the service providers. [3] With cloud computing, data and applications can be accessed
from any location with an internet connection, enabling easy collaboration and access to data on various devices with
reliance on local or physical storage.

Without physicality involved in Cloud data storage, data can be replicated across multiple data centers as well
as protected using automatic backup methods, a previously mentioned weakness of solid-state data storage. Cloud
service providers become the ones to handle the maintenance, updates, and other administrative tasks of the data,
relieving users of the responsibility of managing and maintaining physical hardware. [3]

Users can change their level of use of the computing resources as needed, rather than being limited to what a
physical storage method would require. Unlike traditional methods, cloud computing allows for on-demand scalability,
enabling users to quickly allocate or de-allocate resources based on their personalized needs. With cloud computing,
users only pay for services and resources used, reducing total costs and eliminating the need for upfront hardware
investments. [4]

However, as time has progressed, cloud computing is no longer able to fulfill data storage demands. With the
increasing popularity and development of the Internet, the total number of devices connected has increased as well,
generating copious amounts of data that cloud computing is unable to keep up with. As data transmission volume
increases, it will inevitably result in reduced performance, resulting in larger loads of network bandwidth and delay in
the final transmission. With certain situations that rely on fast and accurate real-time feedback, cloud computing will
be unable to meet the requirements.

Security has also been a challenge in adopting Cloud computing, as this data storage method involves sharing
of computing resources. While this may be an advantage in that multiple users can use the same physical infrastructure
while maintaining privacy and security for their data, cloud consumers do not have control over the infrastructure.
Despite the precautions that Cloud computing provides, threats such as data loss, phishing, and botnet continue to pose
significant security risks to the data and software integrity of organizations.

Edge Computing

Edge computing performs calculations at the edge of the network, bringing the user closer to the source of the data,
allowing for faster and more efficient data processing.

Compared to cloud computing, edge computing focuses on smaller-scale analyses, and has greater suitability
towards local services, responsible for the data located closer to the information source, allowing data to be stored and
processed locally without the need for the data to be updated to the cloud. Because the data is processed locally on
edge devices or edge servers, closer to the source of data generation, it significantly reduces the time it takes for data
to travel to a central cloud server and back, leading to lower latency and faster response times.

Edge computing also provides improved security for important data, as data is processed and stored locally
rather than sent to a central cloud server, as in cloud computing. By storing the data locally, the risk of data breaches
during data transmission is reduced, and it gives users greater control over their data privacy and security.

A limitation of edge computing appears in the edge nodes, as they are unable to accommodate heavyweight
software because of hardware limitations.[6] Edge devices typically have less processing power compared to central-
ized servers or data centers, restricting the complexity and scale of computations that edge computing can perform.
Edge analytics require more lightweight algorithms capable of handling machine learning and data processing tasks
with greater efficiency.
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In terms of data abstraction, edge computing may provide unreliable reports due to low precision sensors,
hazardous environments, and unstable wireless connections. If too much raw data is lost due to filters, certain applica-
tions and services may be unable to retain sufficient knowledge from the original data, however keeping large quantities
of the raw data would be challenging for the data storage. [7]

With edge computing, it can be difficult to precisely identify the reason for a service failure, as all applications
are connected. If several applications share the same data resource, if one fails, the whole system often crashes as well.
It can then be difficult to determine the exact source of the failure or alert the user if a certain part of the system
becomes at high risk of failure. [7]

Blockchain

Traditional data storage methods, including those mentioned previously, rely on centralized servers controlled by a
single entity. Blockchain, however, operates on a decentralized network of computers (nodes). Each node contains a
copy of the entire blockchain, ensuring that data is not stored in a single location vulnerable to attacks.

With the rise of blockchain, contracts labeled “Smart Contracts” have been created. These are self-executing
contracts with the terms of the agreement directly written in the code. Smart contracts can automate processes related
to data storage, retrieval, and sharing. Smart contracts have become increasingly popular due to their enhanced usability
through integration of blockchain technology. [17]

Blockchain technology enables the creation of contracts without the need for intermediaries such as notaries
that were previously essential for establishing trust. [17] Every participant in a blockchain network has access to the
entire ledger, and all transactions are recorded in a transparent manner. This transparency is particularly useful for
auditing purposes, as any changes made to the data can be easily traced and verified. Blockchain technology also uses
cryptographic hashes to secure data. With the extra measure, data stored on the blockchain can be verified for integrity,
ensuring that it has not been tampered with. Additionally, consensus mechanisms like proof-of-work or proof-of-stake
contribute to the security of the network.

Carbon Footprint of Data Storage

Carbon Footprint (CF)is the total amount of greenhouse gas emissions that are accumulated during a product’s life
cycle. Directly defined, it is the carbon dioxide equivalent mass based on 100 years GWP (the amount of greenhouse
gases contributing to global warming and climate change within a 100-year time frame). [9] CF has become widely
used as an indicator of greenhouse gas emissions, used to evaluate and mitigate increasing emissions, as well as used
to further awareness of climate change challenges and environmental consequences of industrial issues, sustainability,
research, and innovation. [9]

Using CF, companies can identify the sources of greenhouse gases that affect the climate most substantially
and use that analysis to increase production efficiency while also reducing emissions. [9] CF standards applied by
companies may differentiate themselves from competitors by demonstrating environmental responsibility, while also
meeting the growing consumer demand for more environmentally friendly products. [9]

Carbon Calculation

Various approaches are employed to calculate carbon footprints. If the calculations are executed on local computer
devices such as a laptop or a desktop computer, the tools must be situated on the user’s end, meaning that the user’s
device performs the data collection. Users can use resources such as an online calculator or integrate software, package,
or library in their code to monitor computational usage and use to generate carbon footprint estimates. [12]
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The online calculator method is most flexible as it functions across any hardware setup, programming lan-
guage, or field of research. It also has the capacity to anticipate carbon footprints for pre-planning and retrospectively
analyze past computations. However, it can be inefficient dealing with large numbers of tasks and requires users to
gather specific information regarding the executions including runtime, memory, core usage, and more. [12]

An embedded package in the code presents potential for greater accuracy, as it monitors metrics in real-time
and unlike the online calculator, is capable of efficiently handling numerous tasks. However, this advantage depends
upon the availability of a tool tailored to the specific combination of programming language, hardware, and research
field. [12]

By integrating the concept of Carbon Footprint and Blockchain data storage, a framework can be established
to manage carbon emissions. This framework illustrated by Liu, Chag, Huang, and Lu [11] consists of three layers:
calculation, blockchain, and integration.

The calculation layer outlines how an organization gathers data to calculate its carbon footprint, involving two
methods: the conventional carbon footprint inventory and the automatic collection of electronic data, like IoT technol-
ogy, which encompasses raw materials, energy usage, and resource consumption (water, electricity, fuel, or gas). [11]
The blockchain layer serves three main purposes: certification, consensus, and tracking. The data stored in the block-
chain layer, if not encrypted, can be made public to establish consensus between the public, the industry, and local or
central governments. Blockchain allows for the public to have easy access to product information and take relevant
actions towards carbon emission reduction. The final layer, integration, serves to retrieve CF details from each organi-
zation either through blockchain or traditional reporting. [11]

Carbon Accounting
Carbon accounting is built upon two distinct sets of information: business data and emission factors.

Business data consists of the actions and undertakings of an enterprise. This information comprises:
1. Spend data: reflecting the monetary transactions directed to company X for specific goods or services. [19]
2. Activity data: quantifying the volume of fuel in liters or materials in kilograms procured during transac-
tions.[19]

Emissions factors specify the quantity of greenhouse gas emissions linked to a specific unit of business data. Once all
required data is accumulated, it can then be translated into emissions estimates. The methodology for achieving this
outcome varies based on the approach applied.

Different Approaches:

Carbon accounting uses two methodologies to calculate an organization's greenhouse gas (GHG) emissions: spend-
based and activity-based. The hybrid approach combines these two methodologies.

Spend-based method: value of a purchased product or service is multiplied by an emission factor, usually representing
emissions per unit of currency, to yield an emissions estimate. [19] Emission factors in the spend-based approach are
often drawn from environmentally extended input-output (EEIO) models, depicting resource flows among economic
sectors. This allows the determination of average emissions associated with each monetary unit disbursed to companies
within specific industries and regions. [19]

Activity-based method involves quantifying the quantity of a specific product or material purchased by a company.
[19]
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Hybrid method: combines both spend-based and activity-based data.

While activity-based data generally yields more accurate emissions estimates than spend-based data, it may be less
readily available and time-intensive to gather. Thus, the hybrid model's strategy can maximize the utilization of avail-
able activity-based data and subsequently applying spend-based techniques to estimate remaining emissions. [19]

Carbon Emission Trading and Blockchain Implementation

Carbon emission trading emerging from the 1997 Kyoto Protocol, is designed to encourage reduction of greenhouse
gases including carbon dioxide and control emission levels. Nations are limited to producing certain amounts of carbon
dioxide, and they can trade excess carbon dioxide with other nations.

Where the system was designed to foster environmental protection, lack of transparency within the trading
system has led to corruption and manipulation. An integral aspect of carbon emissions trading is having a carbon
allowance, a predetermined amount of greenhouse gas emissions permissible to avert global warming and climate
change. The process of calculating a country’s carbon allowance is highly complex and considered projection rather
than set quantity, making it greatly vulnerable to artificial inflation and manipulation. [15]

Companies often control a country’s carbon allowance; however, the company’s actions are not monitored,
and their various systems and decisions are not transparent to accessible to others. [15]

Blockchain may emerge as a solution to the challenges facing carbon emission trading. Blockchain technology
is a trusted platform for permanently and securely storing and validating data records. [16] Blockchain would provide
a completely transparent operational framework that facilitates interactions between parties without necessitating a
third party or intermediary. At any point, nodes can enter or exit the carbon trading network without causing any
disruption to the operation or continuity of other nodes or ongoing processes within the blockchain. All transactions
will be fully visible to any node within the blockchain, and the blockchain retains comprehensive historical records of
all processed data. [15]

Despite its full transparency, the acquired information is maintained in an anonymous state through cryptog-
raphy, and once a block is appended to the chain, it remains unchangeable and immune to erasure. [15]
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